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I. The Maxwell-Garfield system of academic publishing

After the end of the Second World War, a structure of academic publishing
developed that can be specifically referred to as the Maxwell-Garfield system. This
refers to two post-1945 developments that were initially only indirectly linked to one
another. The name Robert Maxwell is associated with a particularly ruthless
commercialisation of academic publishing (Miranda 2001) where costs are allocated
solely to the public and profits solely to the publishers. With the rapid growth of
universities, this business model — described by Deutsche Bank as “bizarre”
(Deutsche Bank 2005; Klein 2019) — gave rise to an oligopoly of a small number of
publishers, especially in the academic journal sector, while also resulting in drastic
price increases for libraries and low costs for publishers. Meanwhile, the name Eugen
Garfield is associated with an index that was initially developed to help libraries sort
their acquisitions (Garfield 1955; Cronin & Atkins 2000), but which rapidly became
aninstrument of control, favouring the large publishers who adopted this index early
on in guiding their pricing policy; at the same time, it enabled these publishers to
make data available to university administrations as a basis on which to make
decisions on research policy investments and structural developments.
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The Maxwell-Garfield system of academic publishing is structurally asymmetrical,
putting publishers in the driver’s seat and research and its libraries in the passenger
seat: it is now regarded as an obstacle to the global knowledge society that is in
urgent need of reform (Gulliver & Drake 2024). While already problematic in itself,
this asymmetry is further exacerbated by the shift in the corporate strategy pursued
by academic publishers towards that of a data analytics business. This new business
model increasingly makes use of real-time data relating to the interests and
behaviour of universities, institutes and individual researchers, a phenomenon
which we will refer to here as “data tracking”. This once again shifts market
weightings to the detriment of science and the humanities (Benedikt & Schwartmann
2021; Schonfeld 2023). Not only does this data analytics business open up new
markets for scientific publishers, it is also suspected of violating European data
protection law and the academic freedom of individual researchers (Siems 2022).

All this is particularly sensitive for libraries: after all, it is they who provide the
interface and the authentication mechanisms through which details of researchers’
interests and personal data collected during the research process goes to publishers
and is potentially passed on by the latter to third parties (Lamdan 2022; Siems 2024).
For example, the latest SPARC report concludes that Elsevier's platform Science
Direct is in conflict with digital privacy and is therefore not sufficiently compatible
with library data protection standards (Yoose & Schockey 2023). In view of this
situation, academic libraries have a particular responsibility to bear. As things
currently stand, the proposal of a “Plan S” (Stern & Rooryck 2023) is no more than
an indication of the direction being pursued in research policy (cOAlition S 2023;
Kiley 2023; Posenato 2023), i.e. responsible publishing based on a fundamental
transformation of academic publishing in Europe towards a scholarlyled system and
a switch in the field of academic publishing from the shareholder-oriented principle
to a stakeholder-oriented principle. The International Science Council (2021) and,
more recently, the Bill and Melinda Gates Foundation (Drake 2024) have set out an
even more far-reaching concept for self-regulated publishing in science and the
humanities.

The recent DEAL negotiations between academic publishers and science
organisations were not in the position to resolve the widespread impasse brought
about by the Maxwell-Garfield system of academic publishing; however, the
negotiations have enabled contractual regulation of data tracking in such a way that
applicable law is better complied with and the sharing of responsibilities between
publishers and libraries is handled in a legally compliant manner. As such, the
negotiations also sought to contribute to transparency, firmly enshrine data tracking
aspects in the DEAL contracts, and ensure co-determination on the part of the
scientific community.
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II. Data tracking techniques

An initial overview of the phenomenon of data tracking in research is to be found in
the information paper on data tracking published by the DFG’s Committee for
Scientific Library Service and Information Systems. Data tracking involves “the data
of researchers [...] being tracked, i.e. recorded and stored, when they use information
services such as literature research” (DFG 2021). The data collected and stored by
publishers is often used for other purposes, such as security assessments or further
analyses, which results in the creation of personalised profiles on researchers,
including access and usage data, time spent on information sources, etc.

Data is collected as a result of being transmitted through the communication
network — usually when a browser is used, but also when apps or e-mail are used. A
distinction has to be drawn between the flow of data to the provider of a service,
such as the publisher, and the flow of data to a third party, such as booking or
payment systems, or Google advertising systems. The former is referred to as first-
party tracking, while the collection of data by external services is referred to as third-
party tracking. The involvement of third parties in this way is not always transparent
to the user and may not even be obvious to the service provider. For example, the
integration of third-party services for the provision of certain fonts ("Google Fonts")
is widespread: it results in the third-party service being accessed and the data
transfer that this involves. In both cases, it is sometimes only possible to evade or
intervene in tracking to a limited extent or not at all (Bettinger, Bursic & Chandler
2023).

Various forms of tracking are conceivable, depending on type and extent. Some of
these are as follows:

* Tracking of access to websites and their content based on personalised parameters.
This involves passing on information about who views a particular document and
when.

* Tracking within documents, e.g. using additional software modules such as
tracking pixels (also known as “beacons”). Data is regularly transmitted for this
purpose, keeping the other party up to date as to whether a document is still
being viewed and by whom.

* Usage analysis: While a document is being viewed, the data is transmitted in real
time, e.g. which page is currently being viewed and when it is changed.
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Even if much of the content of communication can only be observed to a limited
extent from the outside or sometimes not at all due to encryption or coding, some
properties of these data transmissions can still be observed by those being tracked
(Altschaffel, Kiltz, Lucke & Dittmann 2020; Kiltz, Altschaffel & Dittmann 2023). It is
possible to monitor the volume of data exchanged, the number of communication
transactions and the third parties involved. This identification can also be utilised by
potentially tracked users to determine the physical or logical position of third-party
providers. In addition, there are databases that attribute network addresses to the
address ranges of countries or internationally active companies (e.g. the Whois
database; Bettinger, Bursic & Chandler 2023). What monitoring the transmitted data
from the outside cannot do is provide the tracked party with information on whether
and for how long this data is stored or forwarded to other providers. Answering this
question would require a look at the providers” infrastructure.

Based on the findings of studies conducted by Cody Hansen (2019), Renke Siems
(2021; 2024) and Michael Freiberg (2022), it can be generally stated that both first-
party tracking and third-party tracking are to be found in the services provided by
academic publishers, the latter primarily in the form of integrated media delivery
services (content delivery networks, CDNs), integrated social media or external
analytics platforms. This area offers particular potential in terms of reducing data
tracking.

Two other aspects need to be considered in order to better understand the depth
of science tracking: the practice of forwarding or embedding and the so-called
CNAME hiding. Embedding is where accessing a search result or link automatically
redirects to another provider so that the researchers” data can be subjected to further
analysis. The second method (CNAME hiding) uses a hidden technique that makes
identification and tracking more difficult: a CNAME is an alternative name for an
address entry on the internet — a service whose actual URL was xyz.de could also be
displayed under abc.de, for example, thereby hiding the tracking from the user’s
perspective (this is a fictitious example, but it is a reference to a concrete example
documented on 07 October 2023). All these techniques are suitable for tracking the
behaviour of researchers (Kiltz, Altschaffel & Dittmann 2023). Some of the
publishers’ tracking techniques can be analysed using a digital fingerprint (“science
tracking finger print”). Techniques installed by publishers such as CNAME hiding
and additional software components such as tracking pixels can be systematically
identified and subjected to critical analysis. It would then be possible to show where
publishers should avoid data tracking and how it might be possible to bring about a
fundamental improvement of data tracking in academic publishing.

Finally, it should be noted that the technical implementation of tracking
technologies is subject to ongoing advancement, which means that research is
required into new forensic technologies. One challenge in the near future is likely to
be switching the system-wide address resolution system (DNS) to application-
specific encrypted address queries such as DNS over HTTPS (DoH).
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III. Data tracking and library practice

Academic libraries in Germany have long regarded themselves as mediators and as
preservers of information and knowledge, but this task is now increasingly
applicable in the context of data tracking. While academic libraries have been
concerned with protecting usage data in library systems for many years, the complex
issue of usage data on publishers” platforms is still frequently a new challenge: from
being a tangible issue for all library employees, it has only recently been addressed
at European level with regard to the democratic function of libraries (EU 2023). In
practice, virtually no successful measures have been adopted against data tracking
to date that libraries might adopt as a model into their practice.

One reason for this is that the major academic publishers continue to be very
important to science and the humanities and therefore to the library business. These
publishers control the publication and distribution of most of the media relevant to
research, which in turn are licensed by the libraries. Libraries — or the library
consortia acting on their behalf — do address the issue of data tracking in licence
negotiations, but provisions on this issue have rarely been included in licence
agreements. In most recent contracts between publishers and libraries, the publishers
retain control over the data generated by the use of their media. Libraries remain
dependent on publishers and their business models, and for this reason they appear
to be able to take only limited measures to protect user data.

Data tracking has not been a major issue internationally to date. In the European
Union in particular, data privacy law is largely harmonised thanks to the GDPR, but
there is no majority position on data tracking in research, let alone a unanimous one.
Individual initiatives exist that are directed against science tracking, such as SPARC,
but clear guidelines and specifications as to how to handle data are only just
beginning to emerge.

IV. Legal framework for data tracking
Data tracking is subject to mandatory legal requirements: regardless of the basis of

the agreement, all data subjects must always be fully informed (Art. 12-14 GDPR)
and rigorous standards apply to the security of data processing (Art. 33 GDPR).
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Furthermore, the processing of personal data must be explicitly permitted. This is the
case when the data processing is necessary to safeguard legitimate interests of the
data controller or a third party (Art. 6 (1)(f) GDPR), for example to prevent copyright
violations or ensure system security. However, one may only employ the least
intrusive means to this end, and the data may not be used for any other purposes.
Beyond this indispensable use, data tracking is permitted if the data subjects have
given their express and voluntary consent (Art. 6 (1)(a) GDPR) before the processing.
“Voluntariness” is lacking whenever a service can only be accessed after giving
consent to the use of personal data beyond the information necessary for providing
the service (Art. 7 (4) GDPR). “Explicitness” is lacking, among other things, if
permission is granted by pre-checked checkboxes (Recital 32 p. 3 GDPR) — the choice
to opt out is not sufficient, users must express an explicit will to opt in. Specifically
for cookies, Art. 5 (3) ePrivacy Directive (implemented in Section 25 TDDDG -
German Act on the Protection of Personal Data and Privacy in Telecommunications
and Digital Services) adds an additional consent requirement. Finally, even stricter
requirements apply if data is to be transferred to a country outside the EU (Art. 45 et
seq. GDPR). It is not completely unlikely that users will, however, freely agree to the
processing of their personal data— after all, personalised search results and individual
suggestions can significantly improve the usability of databases.

One might assume that those legal requirements would only concern the
publishers. But according to ECJ judgements starting in 2018 (ECJ judgement dated
05 June 2018, Case C-210/16 — Facebook Fan Pages Recital 36 f.; ECJ judgement dated
10 July 2018, Case C-25/17 — Jehovah’s Witnesses Recital 73; ECJ, judgement dated 29
July 2019, Ref. C-40/17 — Fashion ID Recital 80; ECJ] judgement dated 05 December
2023, Case C-683/21 — Nacionalinis visuomenes sveikatos centras Recital 43 f.; ECJ
judgement dated 07 March 2024, Case C-604/22 — IAB Europe Recital 77) academic
institutions (which conclude the contracts and are therefore acting through their
libraries) can be held jointly responsible (Art. 26 GDPR) if they (1) enable the data
processing by the publishers and (2) benefit themselves (even indirectly) from the
data processing. Libraries provide researchers with access to platforms and
databases for their institutions, and thereby grant publishers the means to personal
data of their users. Without the aid of the institutions, user access to the databases
and data-gathering would be far more complicated or evenimpossible. The academic
institutions in turn receive statistics from the publishers, some of which require user
identification, i.e. data tracking — and thereby profit from the act of data processing.
Although German law exempts public entities (i.e. purely state-owned institutions)
from administrative fines and criminal sanctions, private institutions (such as
foundations) may be fined under Art. 83 GDPR. Data subjects can also assert claims
for damages (Art. 82 GDPR) and injunctive relief (Art. 79 GDPR). Both public and
private institutions are obliged to protect their employees from harm (Section 241 (2)
BGB - German Civil Code, and Section 45 (2) BeamtStG — German Civil Servants’
Status Act), i.e. institutions have a protective duty towards researchers also covering
personal data. This applies in particular where access to necessary resources is
subject to limitations of their rights, e.g. by requiring exclusive access via electronic
databases that process personal data not necessary for their operation.
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In the run-up to the DEAL contract negotiations, the DFG set up a working group
on data tracking in research. Its purpose was to make use of ongoing contract
negotiations to initiate discussion on the extent of data tracking and appropriate
assignment of responsibility. The working group also sought to clarify how decisions
can be placed in the hands of users and what specific requirements to impose on data
tracking. The group was further requested to ensure that liability lies with the
publishers to the farthest extent possible. As consent can only be granted personally
by the individual users, the group focused on preventing limitations on the legal
requirements in the DEAL-contracts.

V. Legal opinions and draft joint controllership arrangement

To clarify the legal framework, the DFG commissioned two legal opinions from
Hérting, a law firm specialising in IT law (https://haerting.de). The first opinion
discussed the general sharing of responsibility and the legal limits of data tracking,
while the supplementary opinion focussed on ways of limiting liability, making
specific recommendations on the DEAL negotiations which at that time were yet to
commence.

The reviews clarified that, in principle, both the institutions and the publishers are
liable to the researchers for data privacy violations and can therefore be sued
independently of each other. Compensation can only be sought internally through
recourse by the institution against the publisher.

Therefore, the reviews suggested drawing up detailed provisions on joint
responsibility in the form of a “joint controllership arrangement” (JCA, Art. 26 (1)(2)
GDPR), the substance of which was also to be made available to all library users of
the licensed platforms (Art. 26 (2)(2) GDPR). The option of determining publishers
as mere data processors (Art. 28 GDPR) was rejected as the institutions lack any
significant control.

Another approach discussed in the reviews was certification of the publishing
platforms by independent third parties (e.g. in accordance with Art. 42(f) GDPR).
Although such certification would not result in a general exclusion of liability, it
would ensure that the institutions could not be accused of negligence in damage
cases; this would enable a defence against private claims, albeit an uncertain one.

In line with the recommendations of these legal opinions, the DFG working group
proposed data tracking in research to be prohibited as far as possible.
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To facilitate negotiations, the working group formulated a sample joint
controllership arrangement (JCA) based on the legal opinions. This agreement would
have to be signed not only by MPDL Services gGmbH and the respective publisher
but also by each individual organisation as a co-responsible party technically
involved in the data processing (Art. 26 (1)(1) GDPR). The proposed JCA tried to
construct the cases of joint responsibility as narrowly as possible by specifically
defining those instances in which the publishers transmit data to the institutions. In
addition, the working group formulated requirements which also applied to third-
party companies engaged by publishers as data processors (e.g. for hosting,
embedded libraries, etc.) — which included e.g. information obligations as well as
security and confidentiality under the GDPR. The proposed JCA would have further
required Publishers to carry out an annual data protection impact assessment
(Art. 35 GDPR), independently of legal obligations, and make the results available to
MPDLS and the institutions.

VI. The DEAL negotiations and their outcomes in relation to data tracking

Clear-cut, specific recommendations for action are required so as to ensure that data
tracking is something that can be tangibly grasped by all stakeholders. In addition,
librarians and researchers in particular should be given the opportunity to engage
with the issue of data tracking on a low-threshold basis. The model contract clauses
mentioned above were the working group’s initial recommendations but putting
these into practice proved difficult in the DEAL use case. Ultimately it was not
possible to negotiate either a joint controllership arrangement or an impact
assessment.

For several reasons, the DEAL negotiations with Elsevier from autumn 2022
onwards and with Springer Nature and Wiley from spring 2023 onwards were
initially predestined to systematically highlight the issue of data tracking/data
privacy as a subject of negotiation for the first time:

The DEAL publishers are the largest academic publishers in the world and regard
themselves first and foremost as “leaders in information and analytics”
(https://www.elsevier.com
/about, and also https://epdos.nl), not primarily as publishing companies. It is no
coincidence that this shift in the publishers’ self-image places the emphasis on data
analytics, thereby implicitly highlighting the role of data tracking.

* Being a co-partner of MPDLS, the DFG has the possibility to establish its
positions on data tracking in research directly in a contractual context when
engaging in DEAL negotiations.

' Any agreement reached with the major publishers at national level on important
aspects of protection against data tracking could have been applied to contracts
between individual consortia and small to medium-sized publishers: in terms of
a joint controllership arrangement, the plan was to make this available to
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libraries and consortia as a model agreement for reuse in further negotiations
following successful implementation in the DEAL context.

In each of the DEAL negotiations with the three major publishers, a separate working
group was formed on the issue of data tracking and data privacy. These working
groups were made up of representatives of the respective publishing company and
two people representing DEAL/MPDLS. On the side of sciences, the people involved
in the DEAL negotiations were identical in all cases, thereby guaranteeing a
standardised approach on the part of the research community.

In the case of all three publishers, the discussions began by undertaking an
analysis of the current situation with the aim of determining actual data tracking
practices pursued . At this stage, the DFG working group in particular contributed
in-depth computer forensics expertise, in part also through direct participation in
discussions with the publishers. In their response to the unanimous opinion put
forward by the lawyers in the DFG working group and the law firm involved, the
publishers were likewise unanimous - to the surprise of DEAL - in their rejection of
joint responsibility within the meaning of Art. 26 (1)(2) GDPR: according to the
publishers, the processing steps can be clearly differentiated from one another, and
each step can be clearly assigned to one sphere. Despite several rounds of
negotiations, it was not possible to resolve the disagreement on this issue specifically.
In particular, the publishers do not regard the ECJ case law described above as being
applicable to this specific constellation. The issue can only be resolved definitively
based on complaints lodged with the respective data protection supervisory
authorities or through legal action on the part of researchers concerned.

The DEAL data tracking negotiations have drawn the attention of publishers and
science organisations to the problem, revealing to both sides the shortcomings in the
handling of data tracking under data privacy law. Some of the problematic data
tracking techniques have now been scaled back by publishers; at the same time, more
legally compliant policy regulations have been established, data policy governance
has been introduced, and a cookie management platform has been announced, which
has already been implemented in some cases. The result is that the contracts do not
assume joint responsibility on the part of academic publishers and academic
institutions within the meaning of Art. 26 (1)(1) GDPR. Only internally did the
publishers indemnify the MPDLS and the institutions participating in the contracts
against claims for damages and other consequences in the event that a different legal
opinion was subsequently expressed by the data protection authorities and/or the
courts. Nonetheless, the most important goal was achieved from the point of view of
DEAL and the academic institutions: the latter do not have to bear the financial
consequences of any data privacy breaches. Nevertheless, the institutions are of
course still responsible to the authorities and to those affected, potentially also in the
public domain and in court.
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A temporary or possibly even a definitive ban on the relevant processing operations
by a supervisory authority (Art. 58 (2)(f) GDPR) — which would effectively mean
blocking database access — continues to be suspended over the contracts as a sword
of Damocles that cannot be eliminated. In such a case, only potential financial
consequences would be compensated by the publishers. Apart from this aspect, the
three contracts differ significantly from each other: on the one hand there is Springer
Nature, where the data privacy regulations are satisfactory, and on the other hand
there is Elsevier and Wiley, where unfortunately not all desired outcomes were
achieved.

For the first time in publishing contracts of this nature, the DEAL contracts contain
regulations relating to the collection, processing and utilisation of user data, thereby
improving transparency as to what is tracked. There is no prohibition of tracking per
se, however. Tracking is permitted (in this respect the provisions are identical in
wording to the existing legal situation under Art. 6 (1) GDPR) if
' users themselves consent, or
' itis necessary for the fulfilment of a contractual or legal obligation, or
* if there is a legitimate interest in accordance with Art. 6 (1)(f) GDPR.

One important aspect of the negotiations was the issue of the transfer of data to
countries outside the EU, especially the USA, as this not only violates applicable data
and personal data privacy legislation but also constitutes an expansion of data
tracking, At the beginning of the talks, and as a result of the “Schrems II” judgement
(ECJ, judgement date 16 July 2020 — Ref. C-311/18), the sharing of personal data in
the USA was only permitted to a very limited extent. But the publishers Elsevier and
Wiley insisted on the possibility of such data transfer outside Europe, citing the (IT)
structures maintained by their global corporations. By contrast, Springer Nature
placed less emphasis on this aspect from the outset, since it processes data inside the
EU. A new situation arose in the course of the negotiations, however, when an
adequacy decision was issued by the European Commission on the EU-US data
protection framework (EU-US Data Privacy Framework dated 10 July 2023, OJ L 231
dated 20 September 2023, p- 118 ff., https://eur-
lex.europa.eu/eli/dec_impl/2023/1795/0j?locale=de, status 06 December 2023): since
this decision, the transfer of data to the USA is no longer prohibited in principle
(European Commission 2024). The contracts with Elsevier and Wiley stipulate that
the transfer of data outside the EU is only permitted if the requirements of Art. 44 et
seq. GDPR are met. In addition to the adequacy decisions (Art. 45 GDPR), this also
includes mere contractual guarantees on the part of the controller (Art. 46 GDPR) —
here, the Wiley contract explicitly emphasises the standard EU contractual clauses
(Art. 46 (3 GDPR, EU SSCs), which are also a permissible option for Elsevier due to
the broad scope of the reference. As a result, the level of data privacy is now barely
in line with the European legal framework since data from German academic
institutions is now also processed in countries such as India, China, the USA and the
Philippines. Here the detailed provisions differ between publishers. According to its
privacy policy, for example, Elsevier has data processed in “Australia, China, France,
Germany, India, Ireland, the Netherlands, the Philippines, Singapore, the United
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Kingdom, and the United States” (https://www.elsevier.com/de-de/legal/privac y-
policy, status 06 December 2023), while the Wiley contract is subject to the Wiley-
VCH data privacy provisions: “If data transfers take place abroad, they are based
within the EU or the EEA or in a country that has an adequate level of data protection
in accordance with a decision of the EU Commission. In the case of data transfers to
Wiley-VCH Group companies based in other countries, Wiley-VCH will ensure by
way of guarantees that the Wiley-VCH Group company importing the data has been
committed to an adequate level of data protection.” (https://www.wiley-
vch.de/de/ueber-wiley/impressum, status 05 October 2023). The Wiley corporation
also states the following: “We may transfer, store or process personal information in
any country where Wiley or its service providers operate. This includes the United
States, the United Kingdom, Germany, Singapore, Brazil, India, Sri Lanka, Australia,
the Philippines, and China. These countries might have privacy laws that do not
provide the same level of protection as those of your country of residence. We take
all necessary steps to ensure that personal information is treated securely and in
accordance with all applicable data protection laws.” (https://www.wil ey.com/en-
us/privacy, status 05 October 2023). In this respect, the data privacy situation with
Wiley is similar to that of Elsevier. In the case of both publishers, however, it is not
immediately clear whether personal data from Germany is indeed transferred to
these countries, and if so, subject to what conditions; Elsevier's Open Access
Agreement team is based in Chennai, India, for example. Since the contract was
concluded based on there being no joint responsibility within the meaning of Art. 26
(1) GDPR, it does not provide for any rights of control or information rights on the
part of the institutions or MPDLS GmbH. Researchers do have the option of
requesting detailed information on their collected data, the data processing and the
level of data privacy (Art. 15 GDPR), however. For this reason, requests for
information or complaints lodged by researchers are a possible way of clearing up
what is otherwise a legal grey area.

In the case of Springer Nature, the collection, processing and utilisation of user
data is subject to the proviso that the tracking is absolutely necessary for the
fulfilment of the contract. This restriction is very far-reaching, which is why data
tracking is largely prevented here. Wiley and Elsevier are not subject to this
restriction, so these two publishers reserve the right to track data. According to the
wording of the contract, “the existence of a legitimate interest pursuant to Art. 6 (1)(f)
GDPR” can apply to a many constellations; however, these must be weighed against
the interests, fundamental rights and freedoms of the data subjects (as also provided
forin Art. 6 (1)(f) GDPR). It will now be necessary to observe and possibly also assess
how Wiley and Elsevier utilise these possibilities and apply this weighing-up of
interests (see Opinion 06/2014 on the notion of legitimate interests of the data
controller under Article 7 of Directive 95/46/EC, Article 29 Data Protection
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Working Party 2014, in particular p. 76 f.). In the case of Wiley, it is also stipulated
that the aforementioned conditions likewise apply to tracking outside the DEAL
contract (which of course is required by law anyway).

With regard to the use of cookies, the contract with Springer Nature stipulates that
the publisher must generally limit the storage period to one month or less and may
not use technical methods to restore erased cookies. The latter also applies to
Elsevier. By contrast, Wiley only commits to “reasonable endeavours” in this regard.
Wiley and Elsevier undertake to set up a cookie management platform where users
can find information to help them decide on the extent and type of data tracking to
which they consent.

Springer Nature undertakes to store IP addresses in anonymised form only
(deletion of the last two octets in the case of IPv4). There is no restriction of this nature
in the case of Elsevier and Wiley, though workshops are to be organised to enable
further discussion in the first year of the contract term.

All in all, the data privacy regulations hold much that is positive, but also — in the
case of Elsevier and Wiley — many negative aspects: On the one hand, it is the first
time that significantly more specific provisions were agreed upon in the area of data
privacy in national contracts. On the other hand, it is regrettable to note that with
regard to data tracking in particular, not much more has been achieved than a
reiteration of the legal requirements that apply anyway (i.e. irrespective of any
contractual clause).

VII. Assessment

Data tracking in research is a problem to which academic institutions have only just
started to come up with a response (Zweck, Holtmannspotter & Freund 2024); for
publishers, on the other hand, the possibilities of data tracking — especially in
connection with the use of artificial intelligence — open up whole new business areas
that have more to do with data analysis and less to do with conventional publishing
activities. The publishers’ current stance is not driven purely by economic interests,
but very likely also by the desire to avoid precedents and the impact this would have
on their contracts with other (European) academic institutions.

Taking stock at this interim stage, it can be said that for the first time, the issue of
data tracking has been successfully incorporated in negotiations with academic
publishers such as the DEAL negotiations. The DEAL contracts are now all publicly
accessible (Elsevier B.V. & MPDL Services gGmbH 2023; Wiley-VCH GmbH &
MPDL Services gGmbH 2023 and Springer Nature Customer Service Centre GmbH
& MPDL Services gGmbH 2023): even though they have now been approved by the
various academic institutions, their benefits to science continue to be the subject of
controversial debate nonetheless. Essentially, the agreed provisions do no more than
spell out the validity of the GDPR, in this sense they fall far short of expectations —
and not just those of the DFG working group. On the issue of liability, it was not
possible to agree on a joint controllership arrangement. Only an exemption clause
that protects institutions such as libraries from being exposed to possible financial
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claims should a lawsuit be filed for violation of data privacy law and personal rights
could be achieved in the negotiations. Another unsatisfactory aspect is the
inconsistent and often inadequate level of data protection in relation to user data
processing outside Europe. Here, the publishers were able to fall back on the EU’s
relaxed regulations: as a result, it is only possible to get a rudimentary handle on
how tracking data is further processed outside Europe. One point to have emerged
clearly, however, is that tracking techniques using cookies are becoming less
important, while browser data and search history are becoming more the focus in
terms of data tracking, as are links to ORCID numbers.

What can be learned from the experience of the three DEAL negotiations and
developments towards increasingly detailed data tracking techniques is that the
issue of data tracking must be incorporated in primary negotiations with publishers
early on and not dealt with in separate negotiations, as has been the case here. If this
is not done, the economic framework conditions are established during primary
negotiations, thereby restricting the scope for regulating data tracking. It would
definitely be desirable to achieve better legal certainty for the academic institutions,
ideally either based on a joint controllership arrangement or by means of
independent third-party publisher certification relating to data privacy and data
security. As matter of urgency, coordination of the academic institutions is to be
prepared at European level with the aim of improving the regulation of data
tracking.

Awareness of the issue of data tracking must be raised in libraries and academic
institutions as well as at the level of university administrations and science
organisations. For libraries in particular, the issue of data tracking should also be
incorporated in traditional licence agreement negotiations, preferably based on a
model clause. An assessment should be undertaken of the technical methods that
might be used to restrict data tracking. Given the oligopoly structures among
publishing companies, it remains to be seen whether or not the latter are interested
in engaging in partnership-based dialogue with the research community and are
willing to adopt principles of transparency, data economy and green IT. Researchers
and scientific institutions are called upon to take on responsibility for their data and
digital privacy.

VIII. Note

Robert Altschaffel, Jana Dittmann and Stefan Kiltz contributed to the data-related
aspects of this publication, Michael Beurskens and Judith Ludwig contributed to the
legal aspects, Wolfram Horstmann, Judith Ludwig, Bernhard Mittermaier and Katrin
Stump contributed to the library-related aspects and Gerhard Lauer contributed to
those aspects relating to science policy and the historical development of publishing.
Michaela Bilic-Merdes led the Ad Hoc Working Group on Data Tracking in Research
and was in charge of the content structure of this publication. If you have any
questions regarding the legal opinion or the JCA, please contact the DFG.
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Summary: This article discusses the problem of data tracking in academic libraries in the
context of the DEAL negotiations with the academic publishers Elsevier, Springer, and
Wiley. The authors call for libraries and academic institutions to be made more aware of
the issue of data tracking and for the inclusion of data protection clauses in license
agreements with publishers. The article assesses the results of the recently concluded
negotiations concerning data tracking and comes to a mixed conclusion. On the positive
side, both sides have acknowledged the data protection shortcomings in the handling of
data tracking and, although libraries and higher education institutions are liable to
researchers for data protection violations and can therefore be sued independently of each
other, compensation is provided internally through recourse by the institutions to the
publishers. On the negative side, it should be noted that the agreed regulations only spell
out the validity of the GDPR and thus fall far short of the expectations of academic
institutions and others. It was not possible to agree on a joint controller agreement on the
issue of liability, nor was it possible to prevent the further processing of data outside of
Europe in general.
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